MUHUCTEPCTBO OEPA30BAHUA U HAYKU POCCUUCKOW ®EQEPALIUU

DENAPTAMEHT FrOCYOAPCTBEHHOW MNOJIUTUKU B COEPE

OBLLUEI O OBPA3OBAHUA

nMACbMO

ot 14 mas 2018 r. N 08-1184

O HAMNPABJIIEHU NHPOPMALIUA

[lenapTaMeHT rocygapcTBEHHOM NONUTUKK B cdhepe obLiero obpasoBaHns
MwuHoGpHaykn Poccum HanpaenseT ans ceegeHus paspabortaHHble BpemeHHom
komuccuen Coseta degepaumm No pas3smuTmnio MHOOPMaLMOHHOIo obLecTBa
MeToANYECKME pekoMeHaaLmMm O pasMeLLEHNN Ha MHPOPMALIMOHHbIX CTEHAAX,
odomumanbHbIX UHTEPHET-canTax U Apyrux MHPOPMaLUNOHHbIX pecypcax
obuieobpasoBaTenbHbIX OpraHn3aunin U OpraHoB, OCYLLIECTBAIOLWMX yNpaBreHne B
cthepe obpasoBaHus, tHdopmMmauum o 6esonacHoM NoOBeAEHUN U UCMNOMb30BaAHUN CETU
"MHTepHeT".

Hvpektop [enapTtameHTa
A.E.TNETPOB

MpunoxeHwne

METOAMYECKUE PEKOMEHOALIUUN
O PASMEWWEHUN HA UHOOPMALUMUOHHbLIX CTEHOAX, O®PULINATIbHbIX
WHTEPHET-CAUTAX U APYTMX UHOOPMALIMOHHbIX PECYPCAX
OBLEOBPA3OBATEJIbHbIX OPFAHU3ALIMA N OPITAHOB,
OCYLWECTBNAOLWUNX
YNPABJIEHUE B COEPE OBPA3OBAHUA, UHOPOPMALIUX O BE3OINMACHOM

NOBEOEHUU U UCINOJIb3OBAHUUN CETU "MHTEPHET"

kcnepTamn 1 YyneHammn BpemeHHon komuccumn CoseTta Peaepaumm no pasBUTUIO
MHPOPMaLMOHHOIo obLLecTBa B pamMKax BbIMOMHEHNSA pEKOMEHAAUMN NapiaMeHTCKMUX
cnywaHum "AKTyarnbHble BONpoCckl obecneveHnss 6e30nacHOCTU U pa3BUTUS OETEN B
MHpopMaLNOHHOM NpocTpaHcTBe", koTopble npownun B Cosete Penepaumm 17 anpens
2017 r., 6binn paspaboTaHbl METOANYECKME PEKOMEHAALMN O pa3MeLleHnn Ha
MHPOPMALMNOHHBIX CTEHOAX, OpULManbHbIX UHTEPHET-canTax u Apyrux
MHOPMaLMOHHBLIX pecypcax obLieobpasoBaTeribHbIX OpraHn3auuin 1 OpraHoB,
OCYLLECTBNALLNX yNpaBneHne B cpepe obpasoBaHus, MHpopmaumm o 6e3onacHom
noBegeHun 1 ncnornb3oBaHun cetn "MIHTepHeT" (Danee - metognyeckme
pekoMeHgauunn).



MeToauyeckne pekoMmeHaaumm HanpasneHbl Ha Ka4eCTBEHHOE NOBbILEHNE YPOBHS
NHGOPMAaLNOHHOW OeATeNbHOCTM 06WweobpasoBaTefnibHbIX OpraHn3aumin n OpraHos,
OCYLLECTBNAOLWMX ynpaBneHne B ccpepe obpasoBaHus, B YacT MHPOPMUPOBAHUS
yyallmxcs, ux pogutenen (3akoHHbIX NpeacTaBUTeNen) n negarormyecknx padboTHNKOB
00 OCHOBHBbIX acnektax MHopMaLnoHHOM 6e3onacHOCTH.

MeToamyeckme pekoMmeHaaumm no3eonsT obweobpasoBaTenbHbIM OpraHn3auusmM 1
opraHam, OCyLLEeCTBSOWMUM yrpaBrieHne B cpepe obpa3oBaHusi, akTyanm3npoBaTb
y>Ke UCnonb3yeMble 1 pas3MeLleHHble MHPOPMAaLMOHHbIE MaTepuranbl, Tak 1
NOATrOTOBUTL MX B CIlydae MX OTCYTCTBMS C Y4ETOM JyYLUMX NPaKTUK 1 pekoMeHaauuni.

B pamkax meToamnyeckux pekoMeHaaunnm paccMaTpmBaloTCca cnegyowme NHCTPYMEHTbI:
1. NHOPMALIMOHHbIE CTEHAbI,
2. ohuumarnbHble NHTEPHET-PeCcypChbl;

3. cpencTtBa MaccoBon MHopMauuK (LLUKOSbHbIE ra3eThbl, Negarornyeckne n3gaHma un
Apyrue).

MUHdopmaumoHHbIe cTeHabI

Ha nHdopmMaumnoHHbIX cTeHaax B 0bLieobpasoBaTenbHbIX OpraHn3aumsx,
pacrnonoXeHHbIX B ore y4YpexaeHnn n B KabmHeTax, OCHaLEHHbIX NepCoHannbHbIMN
yCTponcTBamMu Ans Boixoda B ceTb "MIHTepHeT", pekomeHayeTcs pasmecTuTb
NHPOPMAaLMNOHHbBIE NAMATKN, coAepXallme OCHOBHbIE COBETLI N0 obecneyvyeHunto
NHOPMaLMOHHOM BEe30MacHOCTM yYaLLUXCA.

B npunoxeHun N 1 kK MeTOoAMYECKUM pekoMeHaaUMaM npeacTaBneH obpaseLl namsaTKu
ANs pa3meLleHns Ha MHAOPMALIMOHHbIX CTEHAAX.

CpenctBa maccoBoun MHcpopmauum

B cpeacteax maccoBoi MHopMaLMK, OPUEHTUMPOBAHHbIX Ha 0by4atoLmxcs,
pekoMeHayeTcsl B TedeHue y4ebHoro roga perynsipHo nybnvkoBaTb MHGOOPMALMOHHbIE
maTepuarbl, NOCBSILLEHHbIE OTAENbHLIM acnekTaM MHOopPMaLMOHHON 6e3onacHocTy, a
Takke pasnuyHble NaMsiTKM obLLero xapakrepa.

B cpeactBax maccoBon MHpOPMaLINK, OPUEHTUPOBAHHbLIX HA NegarorMyeckyto
00LWEeCTBEHHOCTb, PEKOMEHAYETCS B TEYEHNE KaneHaapHOro roga perynspHo
ny6nmnkoBaTb MHOPMALMOHHbBIE MaTepuarbl, NOCBALLEHHbIE OTAEMNbHLIM acnekTam
MHGOPMaLMNOHHON BE30MacHOCTM KaK HECOBEPLLUEHHOMNETHMX, TaK K
obuieobpasoBaTenbHbIX OpraHM3auunn, a Takke pasnuyHble NamMsaTKn, 0630pbl
HOPMaTUBHO-NPABOBOrO PErynmpoBaHns AaHHOW cpepbl U MHAOPMALMIO O akTyarbHbIX
MEpPONPUATUSX N COBLITUSAX B aHHOM cdpepe.

B xoge npoeeneHnsa EguHoro ypoka no 6esonacHoctu B cetn "MHTepHeT"
pekomeHayeTcsa obecneynTb BbIMyCK TEMATUYECKOrO BbiMyCKa CpencTBa MacCOBOM
nHdopmMauumn nnbo cepum NyéGnmkaunn, cpeamn KOTopbiX pacCMOTPETb OPraHN30BaHHbIE
MepPONpUSATUS ANs 00y4valoLnXCca, NX poanTenen (3aKoHHbIX NpeacTaBuTenemn) u
negarormyeckomn obLLEeCTBEHHOCTN.

OdmumnanbHble UHTEpHET-pecypcbl



O6weobpasoBaTenbHbIM OpraHM3aUmsiM pEKOMeHAYeTCA Ha CBOUX OULManbHbIX
NHTepHeT-pecypcax obecneuntb PyHKLMOHNPOBAHNE CaAMOCTOSTENBHOMO U
crneunanuampoBaHHoro pasgena "MHdopmaumoHHas 6e3onacHoCTh", B paMkax
KOTOPOro npeaycMoTpeTb pasMmeLLeHne crneayoLwen nHpopmaumn:

dopmaTt
npeacraBneHus
N Pasgen/nogpasgen mMaTepuanos CopepxaHue matepuarnos
PasmeLlatoTcsa Konmm JOKYMEHTOB, T.€e.
CKaHUPOBaHHbIN BapnaHT AOKYMEHTA,
COOTBETCTBYHOLNN TpeboBaHMAM K
napameTpam CKaHUPOBAHWSI.
JlokanbHble PasmeLlatoTca JOKYMEHTbI,
HOPMaTUBHbIE aKTbl B pernameHTUpyoLme opraHnsaumio n
cepe obecnedeHns paboTy C NnepcoHanbHbIMN LaHHbIMMU,
NHJOPMaLMOHHON Konun nnaHbl MEPONPUATUIN NO obecneveHnto
BesonacHocTu AOKYMEHTOB B MH(POpMaLMOHHON Be30onacHOCTH
1.06yvatowmxcs dopmaTte *PDF obGyvatowmxcs n gpyrme.
My6nukytoTCa akTyanbHble CBEAEHUS O
deneparnbHbIX U perMoHanbHbIX 3aKOHax,
nMcbMax OpraHoB BRacTu 1 apyrue
HOPMaTUBHO-NPaBOBbIE JOKYMEHTbI,
pernameHTupyowmne obecneveHune
MHopMaUnoHHoM Be3onacHoCTU
HecoBepLueHHoNeTHUX. [lonyckaeTtcs
Konun BMECTO KON pasmeLLaTb rMnepccbisikn
HopmaTtuneHoe OOKYMEHTOB B Ha COOTBETCTBYHOLLME AOKYMEHTbLI HA
2.perynnuposaHue dopmaTte *PDF carntax opraHoB rocyfapCTBEHHON BMaCTW.
PasmeluatoTca metogmyeckme
pekoMeHOauun 1 yKkasbiBaeTcs
TekcT Ha NHpopMaLmnsa 0 MeponpuUsaTUAX, NPoeKTax
CTpaHuLe canTa 1 nporpaMmmax, HarnpasfeHHbIX Ha
Konuwu noBblLLEHME NH(POPMALMOHHOMN
Meparornyeckum AOKYMEHTOB B FPaMOTHOCTU NeJarormyeckmx
3.paboTHunKam dopmaTte *PDF paboTHMKOB.
PasmelLaetcs nHpopmaLMoHHas namsaTka
(npunoxexue N 2) n ykasbiBaeTcs
NHpopMauunsa 0 MeponpusaTUAX, NPoeKTax
n NporpamMmmax, HanpasneHHbIX Ha
TekcT Ha noBblLEeHNEe NHGOPMaLIMOHHON
4.06yvatowmmcs CTpaHuue canta rpaMoTHOCTM OBy4atoLLMXCA.
Poantensam (3aKOHHbIM
npegcraBUTENSM) TekcT Ha PaamellaeTca nHgopmMmaunoHHas namaTka
5.06yvatowmxcs cTpanHuue canta (npunoxexune N 3).
PasmelLaetca nidopmaumsa o
peKOMeHOYEMbIX K MCMOMb30BaHMIO B
HeTckne 6e3onacHble  TekcT Ha y4yebHOM npouecce 6esonacHbIX canTax,
6.canTbl cTpaHuue canta 6aHHepbl 6e30nacHbIX 4eTCKUX CauTOB.

OpraHam, ocyLecTBNAKLWUM ynpasrieHme B cpepe obpas3oBaHus, pekomeHayeTcs Ha
cBoux oduumanbHbix MHTepHeT-pecypcax obecneuntb yHKLNOHNPOBaHME
CaMOCTOSATESIbHOIO U crieynannampoBaHHoro pasgena "MHgpopmaymoHHas
6e3onacHOCTL", B paMKax KOTOPOro NpeayCcMoTpeTb pa3MeLleHne crneayoLlen
NHJOpMaLUK:



MpunoxeHne N 1

NAMATKA

ONA OBYYAKOLWMXCA OB UHOOPMALMOHHON BE3OMNACHOCTU AETEN
HEJ1b3A

1. Bcem nogpsia coobuiatb CBOK YacTHYHO MHopMaumto (HacToswme umd, hammnumto,
TenedoH, agpec, HOMep LKOfbI, a Takke poTorpadomum CBOWU, CBOEN CEMbU U Apy3en);

2. OTKpbIBaTb BrIOXEHHbIE ddaisbl NIEKTPOHHOW MOYThI, KOrga He 3Haellb
oTnpaBuTens;

3. MpybuTb, NpuanpaTbes, okasbiBaTb AaBMNEHNE - BeCTU cebsl HEBEXTMBO U
arpeccuBHo;

4. He pacnopsikanca geHbramm TBoen ceMmbn 6€3 paspelleHms cTapLlumx - Bcerga
cnpawuBamn pogutenen;

5. He BcTpeyvaics ¢ MIHTepHeT-3HaKOMbIMW B pearibHOW XXN3HU - MOCOBETYNCH CO
B3pOCIbIM, KOTOPOMY [OBeEpSieLlb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yntaews o cebe Henpaeay B MIHTepHeTe - coobuin 06 aTom
CBOUM POAUTENSAM UMK ONEKyHaM;

2. MpurnawatoT nepenncebiBaTbCs, Urpatb, 0OMeHMBaTbLCS - NPOBEPb, HET NN NOABOXA;
3. He3akoHHOe konupoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpga pacckasbiBar B3pocCsibIM 0 npobriemax B CeTU - OHU BCerga nomoryT;

5. Nicnonb3yn HacTponkn 6e3onacHOCTU U NPUBATHOCTU, YTOObI HE NOTEPSATH CBOU
aKKayHTbl B cOLICETAX U ApYrMx nopTanax.

MOXHO

1. YBaxan gpyrux nonb3oBartenen;

2. Monb3yewbcs NHTEPHET-UCTOYHUKOM - enan CCbIfKy Ha Hero;
3. OTKpbIBaK TOMbKO TE CCbISIKK, B KOTOPbIX YBEPEH;

4. ObwaTbcs 3a NOMOLLbIO B3POCHbIM - POAUTENWU, ONEKYHbI U aAMUHUCTPAaLMSA CalnTOB
BCeraa noMoryT;

5. Nponan obyyeHne Ha canTe "CeTeBMYOK" 1 NONYyYn NacnopT UMdpoBOro
rpaxxgaHuHal

MpunoxeHne N 2



MHO®OPMALIMOHHAA NMAMATKA
AnA ObYYAKOLWUNXCA AnA PASMELLEHUA

HA O®UUUAJIbHbIX MUHTEPHET-PECYPCAX

C kakabIM rogqom MOSOAEXN B UHTEPHETE CTAaHOBUTLCA B0nblue, a LWKOMNbHUKMA OOHU U3
caMblIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay TemM, NOMUMO OrpOMHOIO KONn4ecTBa
BO3MOXXHOCTEWN, MHTEPHET HeceT M npobnembl. ATa NnamsaTKa AOMmKHA NOMOoYb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.

KomnbloTepHble BUPYChI

KomnbloTepHbIN BUPYC - 3TO Pa3HOBUOHOCTb KOMMbIOTEPHbLIX MpOorpaMm,
OTNIMYUTENBHOM 0COBEHHOCTBIO KOTOPOW ABNSIETCS CNOCOBHOCTb K pa3MHOXEHMIO. B
[OMOMHEHWE K 3TOMY, BUPYCbl MOTYT MOBPEeAUTb U NOSTHOCTBI0 YHUYTOXUTb BCE
drannbl N gaHHbIe, NOAKOHTPOSbHbIE MOMNb30BaTENO, OT UMEHWN KOTOPOro Bbia
3anyLleHa 3apaxeHHasi nporpammMa, a Takke noBpeanTb UIn Aaxe YHUUTOXUTb
ornepaumoHHY0 CUCTEMY CO BCeMU dharnamm B Lenom. B 6onblInHCTBE crnyyaes
pPacnpoCTPaHATCA BUPYCbl YEPE3 MHTEPHET.

MeToab! 3aWuTbl OT BP€AOHOCHbIX MPOrpamm:

1. Vicnonb3yn coBpeMeHHble ornepaunoHHble CUCTEMbI, UMEIOLLNE Cepbe3HbI YPOBEHb
3aWMTbl OT BP€AOHOCHbIX Mporpamm;

2. [oCTOSAAHHO yCcTaHaBnNuBam nayTu (LMdposble 3annaTku, KOTOpble aBTOMaTUYECKU
yCTaHaBMMBAOTCA C LieNbio 4opaboTkn nporpaMmmbl) 1 apyrne o6HOBNEHUSI CBOEN
onepaunoHHon cnuctemMbl. CkaunmBam Ux TONbKO C odpuUManbHOro camta paspaboTynka
OC. Ecnu cyliecTtByeT pexum aBToMaTU4YeCKOro 0OHOBMEHNS, BKIOYN €rO;

3. PaboTanm Ha cBOEM KOMMbLIOTEPE NMOA NpaBamMu Nonb3oBaTens, a He
agMUHUCTpaTopa. OTO He NO3BONUT BOSLLUMHCTBY BPEAOHOCHbLIX MporpaMm
WMHCTannMpoBaTbCs Ha TBOEM NEPCOHANbHOM KOMMbLIOTEPE;

4. Vlcnonb3yn aHTUBMPYCHble NpOorpaMMHble NPOAYKTbl U3BECTHbLIX NPOMU3BOUTENEN, C
aBToMaTu4eckum obHoBneHnem 6as;

5. Orpaqub q)I/I3VI‘-IeCKVIIZ OOCTYMN K KOMMNbOTEPY OJ14 NOCTOPOHHUX UL,

6. Micnonb3yn BHELUHNE HOCUTENU NHPOPMaLMN, TakMe Kak priewka, AuCK unm gann na
WHTEepPHEeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;

7. He oTkpbiBan KOMNbIOTEPHbIE ddansibl, MONYyYEHHbIE N3 HEHAAEXHBIX MCTOYHUKOB.
[axe Te dansnbl, KOTOpble Npucnasn TBOM 3HAaKOMbIW. Jly4dlle yTOYHWU Y HEro, OTnpasiss
nn oH Tebe nx.

Cetun WI-FI

Wi-Fi - aT0O He BMA Nepefayn gaHHbIX, HE TEXHOMNOMS, a BCero nuwb 6pexHa, mapka.
Ewe B 1991 rogy HMaepnaHackaa komnaHms 3apernctpuposana 6perHg "WECA", uto
obo3Havano cnosocoyeTaHue "Wireless Fidelity", koTopbi nepeBoanTcs Kak
"GecnpoBogHas TOYHOCTL".



[o Hawero BpeMmeHu gowna agpyras abbpesunaTypa, KOTopas ABNSETCA TAKON Xe
TexHonorven. 1o abbpesmatypa "Wi-Fi". Takoe Ha3BaHue ObINO AAaHO C HAMEKOM Ha
cTaHdapT BbicLen 3BykoBon TexHuku Hi-Fi, 4To B nepeBoae o3Ha4vaeT "BbiCOKad
TOYHOCTBL".

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kadye, OTENsIX 1 aspornopTax ABMsSeTCA OT/IMYHON
BO3MOXHOCTbIO BbIX04a B MHTEPHET. HO MHOrMe akcnepTbl CYMTaloT, YTO
obwenoctynHole Wi-Fi ceTn He siBnsitoTcst 6e3onacHbIMN.

CoBeTbl N0 6esonacHocTn paboTbl B 06wwenoctynHbix cetax Wi-fi:

1. He nepepgasai cBoto nu4yHyto nHdopmaumo yepes obwenoctynHble Wi-Fi ceTtw.
PaboTas B HUMX, XenaTenbHO He BBOAUTb Naposin 4OCTyNa, NOrMHbI U Kakne-To HoMepa;

2. Nicnonb3yn n o6HOBNAM aHTMBUPYCHbIE NporpamMMbl U BpaHamayep. Tem caMbiM Thbl
obe3onacuulb cebsi OT 3aKayku BUpYyca Ha TBOE YCTPONCTBO;

3. MNpwu ncnonb3osanun Wi-Fi oTkntoum pyHkumto "O6wmmr goctyn Kk doannam um
npuHTepamM". [laHHas pyHKUMUA 3aKpbiTa MO yMOMYaHUIO, OOHAaKO HEKOTOPbIE
nonb3oBaTeNM akTMBUPYIOT ee Anga ygobcTea ncnonb3oBaHnsa B pabote nnm yyebe;

4. He ncnoneayn nyonunyHbin WI-FI ana nepegaym nn4yHbIX gaHHbIX, HAnpumMep ans
BbIX04a B coumnarnbHble CETU UMK B ANIEKTPOHHYIO MOYTY;

5. Ncnonb3yn TonbKko 3awueHHoe coegmHeHne vyepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHo "https://";

6. B MmobunbHom TenedoHe oTknoun yHkumio "lMogkntoyenue k Wi-Fi
aBToMaTu4deckun". He gonyckan aBToMaTn4eCcKoro nogksioyeHnst yCTporucTBa K CeTsM
Wi-Fi 6e3 TBOero cornacus.

CoumanbHble ceTu

CoumanbHble CeTU akTUBHO BXOASAT B HaLy XXW3Hb, MHOTME oy paboTaroT U XUBYT
TaM NOCTOSAHHO, a B Facebook yxxe 3apernctpMpoBaH Munnunapg YenoBek, 4To
ABMAETCS OOHOWN ceabMON BCeX Xutenen nnadetbl. MHOrve nonb3oBaTtenu He
NMOHUMALOT, YTO MHpOpMaLMSA, pa3MeLLLEHHAsA MU B COLMArbHbIX CETAX, MOXET ObiTb
HangeHa 1 ncrnonb3oBaHa KeM yrogHo, B TOM YnUcre He 0b6s3aTenbHO ¢ brnarmmu
HaMepPEHNAMMN.

OcHoBHble coBeTbl N0 6e30NacHOCTN B COLMArbHbIX CETSIX:

1. OrpaHunyb cnucok apy3en. Y 1ebs B Apy3bsax HE AOIMKHO ObITb CriyYarHbIX U
HEe3HaKoMbIX Noaen;

2. 3awumuian cBOK YacTHYH XnU3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaty
TBOEr0 POXAEHMWS U APYTYIO NIMYHYO MHpOPMaLnIO. 3M0YMbILLNIEHHUKN MOTYT
MCNonb30BaTh AaXe MHAOPMAaUUIO O TOM, Kak Tbl M TBOWM pogUTENN NnaHupyeTe
NPOBECTU KaHUKYIbI;

3. 3awmiian cBo penyTaumio - AEPXKM €€ B YNCTOTE 1 3agaBan cebe Bonpoc: xoTen
Obl Tbl, YTOOLI Apyr1e Nonb3oBaTenu BUOENM, YTO Thl 3arpyxaewwb? Nogyman, npexae
4YyeM YTO-TO onybnukoBaTb, HANUCATb U 3arpy3nTb;

4. Ecnu Tbl rOBOPULLb C NOABMU, KOTOPbIX HE 3HaELLb, HE UCMONb3YI CBOE pearibHoe
NUMS U OPYrYO IMYHYI0 MHAOPMAaLIMK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 NpoYee;



5. N36eran pasmelleHns dotorpaduin B IHTEpHeTe, rae Tbl N306pakeH Ha MECTHOCTM,
MO KOTOPOW MOXXHO OnpeaenvTb TBOE MECTOMONOXEHNE;

6. Mpwn pernctpaumm B coumanbHOM ceTu HeOBX04MMO UCMONb30BaTh CIIOXHbIE NApPOny,
cocrosime n3 BykB 1 LGP N C KONNYECTBOM 3HAKOB HE MeHee 8;

7. [Ans coumnanbHOM ceTn, NoYTbI U Apyrnx canToB Heob6XoaMMO NCMONbL30BaTb pa3Hble
naposu. Toraa ecnu Tebs B3nomatoT, TO 3JTIOYMbILWWTEHHUKK NOJTy4aT AO0CTYN TOJIbKO K
OQHOMY MEeCTY, a HE BO BCE Cpagy.

SﬂeKTpOHHbIe OEHbIn

ONEKTPOHHbIE AEHbIM - 3TO 0YeHb YAOOHbIN cnocob nnaTexemn, OAHaKo CyLLEeCTBYIOT
MOLLIEHHWKM, KOTOPbIE XOTAT MOMYYNTb 3TN OEHbIN.

SﬂeKTpOHHbIe OeHbrv nodBuJinCb coBcemMm HeaaBHO U MUMEHHO 13-3a 3TOro BO MHOIMMNX
rocygapcrteax o CMX nop He rnporncaHo rnpo HUX B 3aKOHax.

B Poccun xe oHM OyHKUMOHUPYIOT N O HUX Y>Ke MPONUCaHo B 3aKOHe, rae ux
pas3nenstT Ha HECKOSbKO BUAOB - aHOHMMHbIE U HE aHOHMMHbIE. PasHuua B TOM, 4TO
aHOHUMHbIE - 9TO Te, B KOTOPbIX paspeLlaeTcs NpoBoauTb onepauun 6es
naeHTMdmrKaumm Nonb3oBaTens, a B HEaHOHMMHbIX MAEHTUMKALKNA NoNb3oBaTeNs
ABnsaeTcs obA3aTenbHOMN.

Takxe crniegyeT pasnuyaTb 3NEKTPOHHbIE PUaTHbIE AeHbIN (PaBHbI FOCYAapCTBEHHbIM
BarnTam) 1 ANEeKTPOHHble HedpmaTHble OeHbI (He paBHbI FOCy4apCTBEHHbLIM
BanTam).

OcHoBHble coBeTbl NO Be3onacHon pa60Te C ANMIEKTPOHHbLIMU OEHbIrAMU:

1. MpumBsXM K cHETY MOBUITbHBIN TenedOoH. ATO caMblt yOO0OHbIM 1 BbICTPbIA CNOcod
BOCCTAHOBUTb AOCTYN K c4eTy. [1puBa3aHHbIn TenedoH NOMOXET, ecrniv 3abyaellb CBOM
nnaTeXxHbl Naponb UNu 3angellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. icnonb3yn ogHopasoBsble naponu. MNocne nepexoga Ha yCUIEHHYO aBTopu3aLmio
Tebe yxe He ByaeT yrpoxaTb ONacHOCTb Kpaxu UNn nepexasaTa niaTexHoro napons;

3. Bbibepu cnoxHbin naposnb. [NpectynHukam 6ygeTt He NpoCTo yragaTbh COXHbIN
naponb. HagexHble naponu - 3To0 Naposnun, KOTopble coaepxaTt He MeHee 8 3HaKOB U
BKMOYaoT B cebs1 CTPOYHbIE 1 NPONUCHbIE BYKBbI, LMPbI N HECKOSBbKO CUMBOJSIOB,
Takue Kak 3Hak gonnapa, yHTa, BocknuuaTtenbHblii 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE JaHHbIE HA CalUTax, KOTOPbIM HE JOBEpPSAELLb.
OneKTpoHHas noyTa

ONEeKTPOHHAas NoYTa - 3TO TEXHOMOIMA U NPeaoCcTaBseMble €0 YCryr No Nepechbisike u
NOJSTYYEHMIO 3NEKTPOHHBIX COOBLLIEHNI, KOTOPbIE pacnpenensitoTCa B KOMMNbIOTEPHON
ceTn. OB6bI4HO AMNEKTPOHHbIV MOYTOBBIN AWK BbIrNAANT Crieayowmm obpasom:
UMs_nonb3oBaTenda@ums_aomMeHa. Takke KpoMe nepenaym NpocToro TekcTa, MMeeTcs
BO3MOXHOCTb nepefasatb dpaunsibl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C INEKTPOHHOM NOYTOMN:

1. Hago BbIGpaTb NnpaBuibHbIN NOYTOBbLIV CEPBUC. B MHTEPHETE €CTh OrPOMHbIN BbIOOP
BGecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO NyYlle JOBEPSATb TEM, KOro 3Haellb U KTO
nepBbl B PENTUHTE;



2. He ykasbiBan B IMYHOM NOYTE NUYHYO MHopmauuio. Hanpumep, nydwe BoibpaTb
"My3blkanbHbI_haHat@" unum "pok2013" BmecTo "Tema13";

3. Vicnonb3yi aByxaTanHyo aBTopu3aumio. 3To Koraa NOMUMO Naposs Hy>KHO BBOAUTb
Kog, npucbinaemel no SMS;

4. Bbibepu CnoxHbI naponb. s KaXKgoro NoYTOBOro Alimka AOMmKeH ObiTb CBOW
HaZeXHbIN, YCTOMYMBLIN K B3[TOMY Maporib;

5. Ecnun eCcTb BO3MOXXHOCTb HanmcaTb cCaMOMY CBOW JIMYHbIA BOMNPOC, UCMOSTb3YN 3Ty
BO3MOXHOCTb;

6. cnonb3yn HECKONBLKO MOYTOBbLIX ALWMKOB. NepBbl 4151 YaCTHOW Nepenncku ¢
agpecatamu, KOTOpbIM Tbl AOBEPSAELLb. OTO ANEKTPOHHbIN agpec He Hafo
MCrnonb3oBaTh NPU perncTpauum Ha oopymMax u camrtax;

7. He oTkpbiBan dhansbl U Apyrue BriOXXeHUs B NMCbMax, AaXke ecrnv OHU NpuLv ot
TBOMX Apy3en. Jlyylle yTOYHM Yy HUX, OTNPaBAsanu i oHn Tebe atn hannsi;

8. Nocne okoH4YaHMA paboTbl HA NOYTOBOM CEpPBUCE Nepes 3akpbiTUEM BKNALKM C
canToMm He 3abyab HaxaTtb Ha "BbinTn".

KnbepOynnuHr nnu supTyanbHoe n3geBaTensCcTBO

KnbepbynnuHr - npecrnegoBaHne coobLleHnamMu, cogepxawmmMmm ockoponeHus,
arpeccuio, 3anyrmpaHue; XynmraHcTeo; coumnarnbHoe BOMKOTUPOBAHNE C MOMOLLIbIO
PasfnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynIIMHrom:

1. He 6pocaricsa B 6on. Jlyywnm cnocob: nocoBeToBaTbCs Kak cebsi BECTU N, eCNN HET
TOro, K KOMy MOXHO 06paTuTbCs, TO BHavane ycnokonTtbca. Ecnum Tbl HavHeLwb
oTBeYaTb OCKOPONEHNAMM Ha OCKOPOBIEHNS, TO TOMbKO eLle Bonblie pa3oxkellb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B CETU MHUMaS. CyLLl,eCTByIOT Cnocobbl BbISICHUTbL, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTtouT BECTU XynuUraHckui obpas BupTyanbHOM Xu3Hu. IHTepHeT cmkcupyet Bce
TBOM OENCTBUS U COXpaHSeT nx. Yaanutb nx 0yget kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBo BUPTYarbHY YeCTb CMOSIOAY;

6. rHopupyn eanHn4yHbIn Heratme. O4HOPa30Bble OCKOpOUTENbHbIE COOBLLEeHUS
nyywe urHopuposatb. OBbLIYHO arpeccus NpekpaLllaeTca Ha HavyarnbHOW cTaguu;

7. ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLLEHNAMN, B
coumarnbHbIX CETSAX €CTb BO3MOXHOCTb BITOKMPOBKM OTNpPaBKM COOOLLEHNI C
onpeneneHHbIX agpecos;

8. Ecnu Tbl cBuaeTene knbepbynnuHra. TBon AENCTBUA: BbICTYNUTb NPOTUB
npecnegoBaTens, NokasaTb eMy, YTO ero 4eNCTBUSA OLEHMBAKOTCA HEraTUBHO,
noaaepkaTb XepTBY, KOTOPOWN HY>KHA NCUMXONOrnMyeckas NoMoLLb, COOBLLNTEL B3POCIIbIM
0 (hakTe arpeccmBHOro NOBEAEHNS B CETMU.



Mo6unbHbIM TeNedoH

CoBpeMeHHble cMapTdOHbI M NNaHLWEeTbl cogepXaT B cebe BrnosfHe B3pOCbii
dYHKUMOHAr, 1 TeENepb OHWM MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbIMU KOMMbIOTEPAMM.
OpHako, cpeacTB 3aWmnTbl 418 NOAO0OHbIX YCTPOUCTB NOKa O4eHb Mano. TecTupoBaHue
N NOUCK YA3BMMOCTEN B HUX NPOUCXOLMUT HE TaK MHTEHCUBHO, kak an4 MK, To xxe camoe
KacaeTcsa 1 MOOUNbHbLIX NPUITOXEHNNA.

CoBpeMeHHble MobunbHble Gpay3epbl y)Ke NPakTUYECKN AOrHaNM HacTosbHble
aHanoru, ogHako paclumpeHne yHKLMoHana BreyveT 3a cobow 6onbLUyto CIOXHOCTb U
MEHbLLYH 3aLLUULLEHHOCTb.

[laneko He Bce Npon3BOAUTENN BbiMyCKaloT 0GHOBNEHMS, 3aKpbIBaOLLME KPUTUYECKUE
ySI3BUMOCTU A151 CBOMX YCTPOWCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUNbHOro TenedgoHa:

Huyero He siBnsieTcs no-HacTosieMy 6ecnnatHbiM. Byab ocTopoxeH, Beab korga tebe
npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-TO MiaTHble
ycnyru;

Hdyman, npexage yem otnpasutb SMS, ¢oTo nnun Bngeo. Tbl TOYHO 3HAELUb, FAE OHU
OyayT B KOHEYHOM uTore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOErO CMapTdOHa;
Mcnonb3yn aHTMBMpPYCHbIE NporpamMmmbl 4511 MOBUITbHBIX TenegoHOB;

He 3arpyaii NpunoxeHus oT HEM3BECTHOIO MCTOYHMKA, Bedb OHM MOTYT coaepXaTb
BPeAOoHOCHOE NporpaMMHoe obecrneyeHme;

Mocne Toro Kak Tbl BbinAELWb C CanTa, rae BBOAWI JIMYHYIO MHAOpMaUuio, 3anau B
HacTponkn bpaysepa n yganm cookies;

Mepvoanyeckn NpoBepsin, Kakne nnaTHble YCryrn akTMBMPOBaHbl Ha TBOEM HOMEpE;

[aBan cBor Homep MOBUIbLHOro TenedoHa TONbKO NIOASAM, KOTOPbIX Thl 3HAELb 1 KOMY
AoBepseLlb;

Bluetooth gomxkeH ObITb BbIKMOYEH, KOrga Tbl UM He Nonb3yelbes. He 3abbiBan nHorga
NpoOBEPATb 3TO.

Online wvrpbl

CoBpeMeHHble OHManH-Urpbl - 3TO KPACOYHbIE, 3aXBaTbIBaOLLME pa3BIieYveHus,
06beanHsIIoLLIME COTHM ThICAY YENOBEK N0 BCeMY MUpPY. Mrpokn nccrnenytoT AaHHbIN UM
MUp, obLLatoTCs APYr C APYrOM, BbINOSHAOT 3a4aHus], CpaXkatoTCsl C MOHCTpamMu m
nony4yatoT onbIT. 32 YOOBOMbCTBUE OHU MAATSAT: NOKYNakT AMCK, OnflaynBaoT
aboHeMeHT unu npuobpeTatoT Kakmne-To onumun.

Bce aTv cpeacTtBa nayT Ha nogaepKaHue U pasBuTre Urpbl, a Takke Ha camy
6e30nNacHOCTb: COBEPLLEHCTBYIOTCSH CUCTEMbI aBTOPU3aLIMK, BbIMYCKAOTCS HOBbIE NaT4yu
(umdbpoBble 3annaTtky 4ns NporpaMM), 3aKpblBalOTCS YSA3BUMOCTU CEPBEPOB.

B nogo6HbIx nrpax CTout ornacatbCA HE CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KpaXu
TBOEro napond, Ha KOTOpoOM OCHOBaHa CUMcTemMma aBTopu3aumnm OonblINHCTBA urp.



OcHoOBHble cOBEThI N0 6€30MacHOCTN TBOETO MrpoBOIro akkayHTta:

1. Ecnu gpyron urpok Beget cebs nnoxo unu cosgaeT Tebe HeENPUATHOCTK, 3abnOKMpYyK
€ro B CN1cKke UrpoKos;

2. Moxanynca agMMHUCTpaTopam Urpbl Ha NMoxoe NnoBefeHne 3Toro Urpoka,
XernaTtenbHO NPUNOXUTb Kakne-To gokasaTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBayn nNn4yHyt0 MHGOpMaumio B npodpanne urpsbl;
4. YBaxan gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnvBamn HeomumnarnbHblie naTtin n Moapl;

6. cnonb3yn CnoxHble U pasHble Naponu;

7. daxe BO BpeMsi Urpbl HE CTOUT OTKIOYaTb aHTUBUPYC. [Noka Thbl UrpaeLlb, TBON
KOMMNbIOTEP MOTYT 3apa3sunThb.

dnwnHr nnn Kpaxa JIM4HbIX OaHHbIX

O6blYyHOM Kpaxken OeHEer U AOKYMEHTOB CEroAHS Y>Ke€ HUKOro He yAMBULLb, HO C
pasBUTUEM NHTEPHET-TEXHOSOMMI 3M0YMBbILLUSNIEHHUKN NEPEMECTUIINCL B UHTEPHET, U
npogosmKarT 3aHMMaTbes "nobumesiM" genom.

Tak nosiBunachb HoBas yrposa: MHTEPHET-MOLLUEHHNYeCTBa Uy OULLIMHT, FNaBHas Lerb
KOTOPOro COCTOUT B NOSTyYEeHUN KOHMOUAEHUMANbHbLIX AaHHbIX NOSib3oBaTenem -
norvHoB 1 naponen. Ha aHrnuickom Asbike phishing yMtaetcs kak dovwmHr (ot fishing -
pblbHas noens, password - naposnb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cneawn 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKeTa Obina
B3rloOMaHa, To Heobxoaumo 3abnokmMpoBaTh ee U coobLWMTb agMUHMUCTpaTopamM pecypca
00 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Beb-canThl, B TOM YUCIE, MUHTEPHET-Mara3nHoB U
NMOUCKOBbLIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Taknm obpasom, ecnu Tebsi B3nomatoT, TO
3M10YMbILLMEHHMKIN NOonyYaT AOCTYN TONbKO K OAHOMY TBOEMY NMPOGUIIIO B CETU, a HEe KO
BCEM;

4. Ecnu Tebs B3nomanu, To HeobxogMmo npeaynpeanTb BCEX CBOUX 3HAKOMBbIX,
KoTopble fobaBneHbl y Tebsi B Apy3bsx, O TOM, YTO TebSA B3noManu u, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbiniaTbCsa Cnam M CCbIfIKM Ha ULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoOBUnbHbIN TenedoH;
6. OTKNOYKM coxpaHeHune napons B bpaysepe;

7. He oTkpbiBan chansibl U gpyrue BroXeHUA B NUCbMax, AaXe eCrlv OHU NPULLIn OT
TBOUX Apy3en. Jlyylle yTOYHN Y HUX, OTNPaBNANn N oHn Tebe aTn dannol.

Lindposas penytaums

LindbpoBas penytaums - 3To HeraTMBHas Unu No3MTUBHas MHopmaums B ceTu o Tebe.
KomnpomeTupytoLlas nHpopmaums, pasMmeLleHHasi B UHTEPHETE, MOXET CePbe3HbIM



06pa3om 0TpasnTbCA Ha TBOEW pearnbHOM xun3Hu. "Lindposas penytaunsa” - aTo TBOM
UMUK, KOTOPbIN dopMupyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOE MECTO XNUTENbCTBA, Y4ebbl, TBOE (PUHAHCOBOE MONOXEHNE, 0COBEHHOCTU
XapakTepa 1 pacckasbl 0 65M3KMX - BCE 3TO HakannmMBaeTcs B CETU.

MHorne nogpoCTKM NErkoMbICIIEHHO OTHOCATCS K NyGrvkaunm nMyHon nHpopmauum B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeACcTBUIA. Thl Jaxe HEe CMOXeLLb AoragaTbCs
0 TOM, 4YTO hoTorpadus, pasmelleHHass 5 net Hasag, ctana NPUYNHON OTKasa NPUHATb
Tebsa Ha paborTy.

KommeHTapumn, pasmelleHmne TBomx potorpadum n gpyrme 4emcTBus Moryt He
NCYE3HYTb AaXke Nocne Toro, Kak Tbl X yaanub. Tbl HE 3HaeLb, KTO COXpaHun aTy
MHopmauuio, nonana nm oHa B NOUCKOBbIE CUCTEMbI U COXPaHWUNach N oHa, a
rmaBHOE: YTO NoAyMatoT 0 Tebe oKkpyKatoLme Noan, KOTopble HanayT 1 yBUOAT 3TO.
Hantn nHdopmaunio MHOro neT ChycTsi CMOXET Nobon - kak U3 Aobpbix NOByKaeHun,
Tak U C HAMEPEHMEM MPUYUHUTL Bpen. OTO MOXET ObITb KTO YrogHo.

OcCHOBHble COBETbI MO 3aLUMTe LMEPOBO penyTauum:

1. Mogyman, npexae 4em 4To-To NybrvkoBaTh U Nnepegasath y cebsi B 6rnore unu B
coumanbHON CeTu;

2. B HacTponkax npounst ycTaHOBU OrpaHMYeHns Ha NPOCMOTP TBOEro Nnpodouns u ero
coAepXXMMoro, caenam ero TofnbKo "ansa apysen”;

3. He pasmeLlan u He ykasbiBan MHOpMaLMIO, KOTOpas MOXeT KOro-nmbo ockopbnaTb
nnNn obmxaTb.

ABTOpPCKOE npaBo

CoBpeMEHHbIE LLKOSNIBbHUKM - aKTUBHbIE NOMb30BaTENN LMEGPOBOro NPOCTPaHCTBA.
OpHako ganeko He BCce 3HatoT, YTO NOMIb30BaHME MHOMMMU BO3MOXHOCTSIMU LIMppOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNEKTyanbHy COBCTBEHHOCTD.

TepMuH "nHTeNnekTyanbHaa COOCTBEHHOCTL" OTHOCUTCS K pasfinyHbIM TBOPEHUSIM
4YerioBEeYECKOro yma, HaymHasi C HOBbIX M300pEeTEHNN N 3HAKOB, 0603HaYaKLLMX
COBCTBEHHOCTb Ha NPOAYKTLI U YCIYrn, N 3aKkaH4YMBasi KHUramu, gootorpagousmu,
KMHOUIIbMamMmn U My3blKalibHbIMU MPOU3BEAEHNAMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTeNNeKTyanbHyt0 COBCTBEHHOCTbL Ha NPOV3BEAEHUS
Hayku, NMTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNalT B KA4eCTBE rapaHTum
TOrO, YTO UHTENNEKTYanbHbIN/TBOPYECKUIA TPYA aBTopa He ByaeT HanpacHbIM, AacT emy
cnpaBeanvBble BO3MOXHOCTU 3apaboTaTb Ha pe3yrnbTaTtax CBOero Tpyaa, nonyynTb
N3BECTHOCTb W Npu3HaHune. HukTo 6e3 paspelleHnss aBTopa He MOXXET BOCNPOM3BOAUTb
€ro npovsBefeHne, pacnpocTpaHsiTb, NyGNNYHO AEMOHCTPUPOBaTL, NpoaaBaThb,
MMMNOPTUPOBATb, NMycKaTb B MPOKaT, NyGIIMYHO UCMONHSTL, NOKa3blBaTb/UCMOMHATL B
adupe unu pasmeLyatb B VIHTepHeTe.

Mcnonb3oBaHue "nnpaTckoro” nporpaMMHOro obecneyeHms MoXXeT NPUBECTU K MHOTMM
puckam: OT NOTepu AaHHbIX K TBOMM akkayHTam 00 6NnOKMPOBKM TBOErO YCTPOWCTBA, rae
yCTaHOBIIEHa HeneranbHas nporpamma. He ctout Takke 3abbiBaTb, YTO CyLLECTBYHOT
neranbHble U 6GecnnaTHble NPOorpaMmbl, KOTOPbIE MOXXHO HAWTU B CETU.

O noprane



CeTeBUYOK.p - TBOM rMaBHbIV COBETYMK B CETU. 30ECb Thl MOXELLUb Y3HaTb O
6e3onacHOCTM B CETU NOHATHBLIM M AOCTYMNHBIM A3bIKOM, @ NPU BO3HUKHOBEHUM
KPUTUYECKON CUTyaumm obpaTuTbCs 3a COBETOM. A Takke NPUHATbL ydacTme B

KOHKypCax 1 cTaTb camMbIiM LMPPOBLIM rpaxgaHuHom!

Mpunoxexne N 3

NMAMATKA Ons POAUTENENA OB UH®OPMALMOHHOW BE3ONACHOCTU OETEN

OnpegeneHne TepmmHa "nMHpopmaumoHHasa 6e3onacHOCTb AeTen" COOePXNUTCS B
®epeparnbHoMm 3akoHe N 436-93 "O 3awmTe geten oT HpopmMaumm, NPUUNHSIIOLLEN
Bpen NX 300POBbI0 N PasBUTUIO", perynmpyowmm OTHOLLEHWUS, CBA3AHHbIE C 3aLLUNTON
aeTen ot Hdopmaumu, NPUYKHSAIOLWLEN Bpea UX 340P0BbI0 U (MNK) pasBUTHIO.
CornacHo gaHHOMY 3akoHY "MHopMaLnoHHasa 6e30nacHOCTb AeTen" - 3TO COCTOSAHME
3aLMLLEHHOCTU, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NMPUYMHEHNEM
MHopMaumen Bpeaa nx 3qOpoBbI0 U (M) PU3NYECKOMY, MCUXUYECKOMY, OYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.

B cuny ®egepansHoro 3akoHa N 436-93 nHpopmaumen, NpuYnHAOLLEN Bpes,
3[0pPOBbIO U (MNN) Pa3BUTUIO OETEN, ABMSETCA:

1. HOpMauums, 3anpeLleHHas ons pacnpocTpaHeHna cpeaun aeTen;

2. NHopMaLnA, pacnpocTpaHeHne KOTOPOW OrpaHNYeHo cpean aeTen onpeneneHHblX
BO3paCTHbIX KaTeropun.

3. K uHdbopmauum, 3anpeLieHHON ans pacnpocTpaHeHus cpean aeten, OTHOCUTCS:

4. nHpopmauma, nobyxaarLwas AeTen K COBepLUIEHUIO AENCTBUI, NPeACTaBSoWmMX
Yrpo3y MX XU3HU 1 (UNN) 340POBbIO, B T.4. NPUYNHEHUIO Bpeaa CBOEMY 340POBLIO,
camoybunncray;

5. cnocoBHOCTbL BbI3BaTb Yy AeTeN KenaHue ynotpebuTb HapkoTU4eckne cpeacTsa,
NMCUXOTPOMNHbIE N (MNK) oQypMaHMBalOLLME BeLLeCTBa, TabayHble n3genus,
anKorosibHyt0 U CNUPTOCOAEp KaLLyto NPOAYKLUMIO, MUBO U HANUTKW, U3roTaBNMBaeMble
Ha ero OCHOBE; NPUHATb y4acTue B a3apTHbIX Urpax, 3aHMMaTbCA NPOCTUTYLNER,
OpoasPKHMYECTBOM UIK NOMPOLLAAHNYECTBOM;

6. o6ocHoBbIBatoLan v onpaeabiBatoLLaa 40ONyCTUMOCTb HAaCKUnnAa 1 (Unin)
XKeCTOKOCTM NnBo nobyxaaroLias ocyLeCcTBNATL HACUbCTBEHHbIE AENCTBUS MO
OTHOLLEHUIO K NIOAAM U XXUBOTHbBIM;

7. oTpuuarowasi CeMeNHbIE LLeHHOCTU 1 hOpMUPYIOLLas HEYBaXKeHUE K pOaUTESISIM U
(Mnn) OpyrMm YneHam cembi;

8. onpaeapiBaloLlas NPOTUBOMNPaBHOE NOBeAeHE;
9. copepxallas HeLeH3ypHYIo bpaHb;
10. copepxatlas MHpopmaLuio NopHorpadryeckoro xapakrepa.

K nHdopMauum, pacnpocTpaHeHne KOTopoit orpaHMdeHo cpeau AeTel onpeaeneHHoro
BO3pacTa, OTHOCUTCH:



1. HpopMaLums, NpeacTaBnsemas B BUAE M300pakeHUst NN ONMcaHUs KECTOKOCTH,
U3nYECKOro 1 (Mnn) NCUXNYECKOro HacKmnusl, NPecTyneHns UM MHOro
aHTUOOLLECTBEHHOrO AENCTBUS;

2. BbI3blBatoLLasa y AeTewn cTpax, yKac unu naHuky, B T.4. npeactaBnsemas B BMae
N300paKeHNs UM ONNCAHUA B YHIDKAIOLLEN YenoBeYecKkoe LOCTOMHCTBO hopme
HeHacunbCTBEHHOW CMepTH, 3aboneBaHnsi, CamoyobuIncTBa, HECHACTHOrO Cryyas,
aBapuu unu katactpodbl 1 (UKN) UX NOCNEACTBUN;

3. npeacTasnsemMas B BUAe U3obpakeHns nnm onmcaHus NonoBbiX OTHOLLEHUA MeXay
MY>XHYUHOW U XEHLLMHOW;

4. cogepxalliasa 6paHHble CNoBa M BblpaXeHWs!, He OTHOCALLMECS K HELLEH3YPHOM
BpaHu.

C y4yeTom atoro Bam npegnaratotca npasuna paboTbl B ceTn IHTepHeT ans
pasnNU4YHbIX BO3PaCTHbIX KaTeropum, cobniogeHne KoTopbix NO3BoNMT obecneyuntb
NHOPMAaLMOHHY 6€e30NacHOCTb BalLUNX OETEN.

O6Lwwme npasuna ansa poautenen

1. HesaBucumo ot Bo3pacTa pebeHka ncnonb3ynTe nporpammHoe obecneyeHme,
nomoratoLliee punbTpoBaTb N KOHTPONMPOBATbL MHGPOPMALUIO, HO He nofaranTech
MOMHOCTBIO Ha Hero. Balle BHMMaHMe K pebeHKy - rmaBHbI METOA 3aLUThI.

2. Ecnn Baw pebeHok MMeeT akkayHT Ha O4HOM U3 coumarnbHbIX CEPBUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTENbHO N3y4nTE, KaKyto
nHdopMaLMio MOMELLAIT €ro y4aCTHUKN B CBOUX Npodunnsax n 6norax, Bkrnoyas
doTorpacum n suaeo.

3. NpoBepbTe, C KAKUMU OPYrMMKU canTamu CBA3aH coumanbHbli cepuc Bawero
pebeHka. CTpaHmykn Bawero pebeHka moryT 6biTb 6€30nacHbIMU, HO MOTYT U
coaepkaTb CCbIfIKM Ha HexenaTterbHble 1 onacHble canTbl (HaNpMMep, MOPHOCAWT, UK
CaunT, Ha KOTOPOM ApYyr YNOMUHAET HOMepP COToBOro TenedoHa Bawero pebeHka nnm
Baw gomawHunin agpec)

4. Moowpsnte Bawmnx geten coobatbe 060 BCEM CTPAaHHOM UK OTTaNKMBaOLEM U HE
CNULLKOM OCTPO pearupymTe, Korga oHu 310 genaroT (M3-3a onaceHust NoTepsiTb OCTYN
K IHTEpHETY AeTW He rOBOPAT poaMTensam o npobnemax, a Takke MoryT HadyaTb
ncnonb3oBaTh VIHTEpPHET BHE JOMa U LUKOMbI).

5. bygbTe B Kypce ceTeBoW Xxn3Hun Bawero pebeHka. HTepecynTech, KTO X ApYy3bs B
NHTepHeT Tak Xe, Kak MHTepecyeTecb peasibHbIMU APY3bsMU.

BospacTt o1 7 go 8 net

B NHTepHeTe pebeHOK cTapaeTca NOCETUTb T€ UMW UHbIE CalTbl, @ BO3MOXHO U YaTbl,
paspeLLeHne Ha nocelleHe KOTOpbIX OH He nony4un 6el oT pogutenen. MNMoatomy
poauTensam ocobeHHO nonesHbl byayT Te oTYeTbl, KOTOPblE NPEeAOCTaBAATCA
nporpaMmmamMm no orpaHnUYeHnto ncnonb3oBaHns NHTepHeTa, T.e. Poantensckun
KOHTPOJSIb UIK TO, YTO Bbl CMOXETE YBUAETb BO BPEMEHHbIX (bannax. B pesyneTtare, y
pebeHka He ByaeT OLWyLLEHNS, YTO 3a HUM BEAETCSA NOCTOSAHHbIA KOHTPOSb, OAHaKO,
poauTenu 6yayT No-npexHeMy 3HaTb, KakMe canTbl nocellaeT nx pebeHok. [letn B
AAaHHOM Bo3pacTe 0b6nagatoT CUIbHbIM YYBCTBOM CEMbW, OHU AOBEPYMBLI U HE
COMHeBatoTcs B aBTopuTeTax. OHM NoBAT urpateb B ceTEBbIE UIPbI 1 NyTELEeCcTBOBaTb



no VMIHTepHeTy, NCnonb3ys 3NEKTPOHHYI0 MOYTY, 3aXOAMTb Ha CalTbl U YaTbl, He
PEKOMeHJ0BaHHbIE POAUTENSIMM.

CoBeTbl No 6e3onacHocTn B ceTn IHTepHeT ans geten 7 - 8 net

1. Co3ganTe cnMcok OMaLLHMX NpaBu noceleHns VIHTepHeTa npu y4actnmn geTen un
TpebynTe ero BbINOMHEHWS.

2. Tpebynte o1 Bawero pebeHka cobnogeHnss BpeMeHHbIX HOPM HaxoXaeHns 3a
KomnbtoTepoM. Nokaxnte pebeHky, yto Bbl HabnogaeTe 3a HAM He NOToMy 4TO Bam
9TO X04eTcs, a NoToMy 4To Bbl GecnokouTtech 0 ero 6e3onacHoCcT 1 Bcerga rotoBbl
€My NoMOYb.

3. KomnbtoTep ¢ noakntiodeHnem kK MHTepHeTY JOMKEH HaxoanTbCs B 06LLen KoMHaTe
nog NPUCMOTPOM poauUTESNEN.

4. MCHOﬂbSyVITe cneunarnbHble OETCKNE NMONCKOBbIE MALLNHbI.

5. Ncnonb3yiiTe cpeacTea 6r1okMpoBaHust HexxenaTenbHOro KOHTEHTa Kak JOMOfHEHMe
K cTaHOapTHOMY PoanTenbcKoMy KOHTPOJIO.

6. Co3panTte ceMenHbIN SNEKTPOHHbIN ALWMK, YTOObI HE MO3BONUTL AETAM UMETb
cobCTBEHHbIE agpeca.

7. BriokupyiTe goCTyn K caTtam ¢ 6ecnnaTHbIMI NOYTOBLIMU ALLMKAMU C MOMOLLbHO
COOTBETCTBYIOLLErO NPOrpaMMHOro obecrneyeHus.

8. MNpuyunTte geten cosetoBatbecs ¢ Bamn nepen onybnmkoBaHMeM Kakon-nnbo
MHOpPMaUUKN cpeacTBaMm INEKTPOHHOW NOYThI, YaTOB, PErMcTpaLmMoHHbIX (hopm 1
npodgounen.

9. Hayuute geten He 3arpyxaTb (hansibl, NporpaMmmbl Unn My3blky 6e3 BaLlero
cornacus.

10. He paspeluante getam ncnonb3oBaTb Cry>KObl MTHOBEHHOTO 06MeHa
COOOLLLEHNAMMN.

11. B "6enbin" cnucok canTos, paspeLleHHbIX AN NoceweHns, BHOCUTE TONbKO CanTbl
C XOpoLUen penyTaumnen.

12. He 3abbiBante 6ecegoBaTth ¢ 4eTbMu 06 Ux Apy3bsix B IHTepHeTe, Kak ecrniv bbl
peuyb LWa 0 ApY3bsiX B peanbHON XU3HWN.

13. He genante "taby" n3 BonpocoB NOfOBOW XN3HWU, Tak Kak B IHTepHeTe aeTn MoryT
Nerko HaTKHYTbCA Ha NOpHorpaduio Unn canTsl "ans B3pocnbIx".

14. Mpuyunte Bawero pebeHka coobuatbe Bam 0 NobbIX yrpo3ax unu Tpesorax,
cBsi3aHHbIX ¢ MHTepHeToM. OcTaBanTecb CMOKOMHbIMU U HANOMHUTE AETAM, YTO OHUM B
6esonacHoCTK, ecnmn camu pacckasanu Bam 0 CBOMX TpeBorax. [oxBanurte ux u
NOCOBETYNTE NOLOWTU eLLe pa3 B NOAOBHbIX CriyyYasix.

Bospact geten ot 9 go 12 net

B naHHOM Bo3pacTe AeTu, kak NpaBuno, yxe HachbllaHbl O TOM, kakast MHdopmaums
cywecTtByeT B MIHTepHeTe. CoBepLUEHHO HOPMarbHO, YTO OHU XOTAT 3TO YBUAOETb,
NpoYecTb, ycnblwaTh. [Py 3TOM HY>KHO MOMHUTb, YTO AOCTYN K HEXenaTernbHbIM



mMaTepuanamMm MOXHO nerko 3abnokuposaTb Npu NOMOLLM cpeacTs PoanTenbckoro
KOHTPONS.

CoBeTbl No 6e3onacHocTn ans geten ot 9 oo 12 net

1. Co3ganTe cnMCcoK OMAaLLHUX NpaBui noceweHns VIHTepHeT npu y4acTnmn geTen un
TpebynTe ero BbINOMHEHWS.

2. Tpebynte o1 Bawero pebeHka cobnogeHnss HOpM HaxoXAeHUSA 3a KOMMbITEPOM.

3. Habniogante 3a pebeHkom npu paboTe 3a KOMMNbIOTEPOM, MOKAXUTE eMy, YTO Bbl
GecnokouTechb 0 ero 6e3onacHOCTV 1 Bceraa roToBbl 0kaszaTb €My MOMOLLb.

4. KomnbloTep ¢ nogkrtoyeHmem B VIHTEpHET JOMKEH HAaXoanTbCSA B 00LLEN KOMHaTe
nog NPUCMOTPOM poauUTESNEN.

5. Ncnonb3yiite cpeacTea 6rokMpoBaHUs HexxenaTenbHOro KOHTEHTa Kak AOMOfHEHWE
K cTaHOAapTHOMY PoanTenbcKoMy KOHTPOJIO.

6. He 3abbiBaliTe npMHMMaTbL HENOCPEACTBEHHOE y4acTue B Xn3HU pebeHka,
BbecepoBaTb C AeTbMU 00 X Apy3bsx B HTepHeTe.

7. HactamBainTte, 4Tobbl A€TU HUKOr4a He cornallanucb Ha N4YHble BCTpeYn C
apy3bsimu no VIHTepHeTy.

8. NosBonanTe AeTaM 3axXxoauTb TOSbLKO Ha canTbl 13 "6enoro" cnmcka, KoTopbIi
co3ganTe BMECTe C HUMM.

9. MNMpunyyunTe geTen HUKOr4a He BblgaBaTb JIMYHYO MHOPMaLMIO cpeacTBaMm
3NEKTPOHHOM MOYThI, HYaTOB, CUCTEM MIHOBEHHOIO 0OMeHa coobLLEeHNAMMU,
perncTpaunoHHbIX PopM, NNYHBIX NPOdUIEN 1 NPU perncTpauumn Ha KOHKYpCbl B
NHTepHeTe.

10. Mpuy4nte geten He 3arpyxaTtb nNporpammbl 6e3 Bawero paspeweHnsa. O6bscHuTe
UM, YTO OHM MOTYT CIly4anHO 3arpy3vTb BUPYCbl UM APYroe HexenatenbHoe
nporpaMmmHoe obecneveHue.

11. Cospgante Bawemy pebeHKy orpaHMYEeHHYI0 YY4EeTHYIO 3anuck Ans paboTkl Ha
KOMMbtoTEpE.

12. Mpuyunte Bawero pebeHka coobwaTb Bam 0 fnobbIX yrpo3ax unmn Tpesorax,
cBsi3aHHbIX ¢ MIHTepHeTOM. HanomMHuTe geTtsam, 4To oHM B 6€30nacHOCTU, ecrnv caMmu
pacckasanu Bam O CBOMX TPEBOrax U onaceHusx.

13. Pacckaxute getsm o nopHorpacdum B IHTepHeTe.

14. HactanBanTe Ha ToM, YTOObI AE€TU NPEAOCTaBNANM BaM LOCTYN K CBOEN
3NEeKTPOHHOM MoYTe, YTOOLI Bbl yOeanMch, YTO OHM He 0BLarnTCa ¢ He3HakoMuaMu.

15. O6bSACHUTE OETAM, YTO HENb3S UCMONb30BaTb CeTb AN XyNUraHCTBa,
pacnpoCTpaHEeHUs CNeTeH UMu yrpos.

Bospact geteun ot 13 go 17 nert

B aTOM Bo3pacTe noapoCTKM akKTUBHO UCMOMb3YHT NMOMCKOBbIE MaLLWHbI, MOMb3YTCS
3MNEKTPOHHOM NOYTON, cny6amMmyM MrHOBEHHOTO OGMeHa COOBLLIEHNSIMU, CKaYnBatoT
MY3bIKy 1 unbMbl. Manbymkam B 3ToM Bo3pacTe 6oribLue No HpaBy CMeTaTb BCe



OrpaHUYEHUS, OHW XaxXayT rpyboro tomMopa, asapTHbIX UFP, KAPTUMHOK "ANns B3pOCnbIX".
[eBoykn npeanounTaoT obLiaTbes B Yatax, npu 3TOM OHKU ropasgo bonee
YyBCTBUTESbHbI K CEKCyarnbHbIM JOMoraTenbcTBam B VIHTepHeTe.

3ayacTyio B JaHHOM BO3pacTe POAUTENSIM YxKe BECbMa CIMOXHO KOHTPOIMpPOBaTh CBOMX
aeTen, Tak kak 06 VIHTepHeTe OHM yXKe 3HatT 3HaYMTENbHO BorbLIE CBOMX poaUTENEN.
Tem He MeHee, He oTnyckanTe geTen B "cBoboaHoe nnasaHue" no VHTepHeTy.
CTrapanTecb akTMBHO y4yacTBoBaTh B 00LieHnn pebeHka B VIHTepHeTe.

BaxxHO no-npexHemy cTporo cobnogaTtb npasuna MHTepHeT-6e30nacHOCTY -
cornawleHune mexay pogutenamm n getbMu. Kpome 1oro, He06xoanMMo Kak MOXHO vaLle
npocmaTpuBaTb OTYETLI O AeATeNbHOCTM AeTen B VIHTepHeTe. Cneayet obpaTtutb
BHMMaHMe Ha HeoBXOANMOCTb COAEPXKaHUS POAMTENLCKUX Naporien (naponeu
aAMUHUCTPATOPOB) B CTPOroM cekpeTe U 06paTnTb BHUMaHUE Ha CTPOroCTb 3TUX
naponewn.

CoBeTbl N0 6e3onacHoCcTK B 3TOM Bo3pacTte oT 13 go 17 net

1. Co3ganTe cnMcok 4OMaLLHUX NpaBun nocelleHna MHTepHeTa npy ydyactum
noapoCTKOB 1 TpebynTe 6e3ycnoBHOro ero BbinosiHeHusi. ObroBopuTe ¢ pebeHkoM
CMUCOK 3anpeLleHHbIX canToB ("4epHbIn cnmncok"), yackl paboTel B IHTepHeTe,
PYKOBOLCTBO MO 06LeHnto B MIHTepHeTEe (B TOM Yucne B 4YaTax).

2. KomnbloTep ¢ NoakntoyYeHneM K cetu MHTepHeT A0MKEH HaxXoaAnTbCA B ObLLEN
KoMHaTe.

3. He 3abbiBanTe 6ecenoBath ¢ AeTbMu 06 nx Apy3bsx B IHTEpHeTe, 0 TOM, YEM OHU
3aHATbLlI TakuM obpasom, 6yaTo peyb MaeT o ApYy3bsiX B pearnbHon xun3Hu. CnpalumBanTte
0 NAsX, C KOTopbIMK AeTH 0bLLaTCa NOCPEACTBOM CryX6 MrHOBEHHOro obmeHa
coobLeHnamMu, 4tobbl yoeamTbecs, YTO 3TU NOAN UM 3HAKOMBbI.

4. VicnonbaynTte cpeacTtea 6r1OKMPOBaHUS HEXeNaTeNbHOro KOHTEHTA Kak AOMNONTHEHWE
K cTaHAapTHOMY PoauTenbCcKkoMy KOHTPOJSTH.

5. HeobxogMmo 3HaTb, KakuMun YaTamu nonb3ytoTcs Baww geTtu. MNoowpsanTte
NCnonb30BaHME MOAEPMPYEMBIX YaTOB 1 HacTamBanTe, YToObl AeTN He obLwannce B
NPUBaATHOM pPEXMME.

6. HactanBante Ha TOM, YTOObI 4ETU HMKOr4A HE BCTPEYanuch fIMYHO C APY3bsSMU U3
cetn IHTepHerT.

7. NpuyynTte geTen He BblgaBaTb CBOK NNMYHYHO MHGOPMaLMIO cpeacTBamMm
9NEKTPOHHOM NOYThI, YaTOB, CUCTEM MIHOBEHHOrO 06MeHa coobLleHnsmn,
pPerncTpaunoHHbIX OPM, JIMYHBIX NPOdOUNEN U NPU percTpaumm Ha KOHKYpPChbl B
NHTepHeTe.

8. MNpuyunTte geten He 3arpyxaTb Nporpammbl 6e3 Bawero paspelieHms. O6bsacHUTE
MM, YTO OHM MOTYT CIy4arHO 3arpy3uTb BMPYCbl UMW OPYroe HexenaTenbHoe
nporpaMmmHoe obecne4veHue.

9. MpwuyunTe Bawero pebeHka coobLiatb Bam 0 NOObLIX yrpo3ax unm Tpesorax,
CBSA3aHHbIX C VIHTepHeTOM. HanomMHuTe geTam, 4To OHM B 6e30MacHOCTU, eCriv camu
pacckasanu Bam, O CBOMX yrpo3ax unm Tpesorax. [loxsanute ux n nocoBeTynTte
nogonTK eLle pas B NOA0BHbIX Criyvasix.



10. Pacckaxute getam o nopHorpadgumn B IHTepHeTe. [lomornte um 3awmTnTbCa OT
cnama. HayunTte nogpocTKoB He BblaaBaTth B IHTepHeTe CBOero peanbHOro
9NEeKTPOHHOro agpeca, He OTBeYaTb Ha HexenaTesibHble NMMCbMa N NCNOoSIb30BaTb
creumarnbHble MOYTOBbIE PUSLTPbI.

11. Mpuy4unte cebsa 3HaKOMUTBLCSA C cCanTaMm, KOTOpble NOCeLLaT NOAPOCTKM.

12. Hayunte geten yBaxaTb APYrMX B UHTEpHETE. Y6eauTech, YTO OHM 3HAIOT O TOM,
4YTO NpaBuIia XopoLUero NoBeaeHUs AENCTBYIOT Be3ae - JaXe B BUPTyallbHOM MUpe.

13. O6bsACHWUTE OETAM, YTO HM B KOEM Criy4ae Henb3s ucnosb3oBatb CeTb Ans
XyInUraHcTBa, pacnpoCTpaHeHUs CrfeTeH UNn yrpo3 ApYyrum NI0AsM.

14. ObcyanTte ¢ nogpocTkamu NpobrieMbl CeTeBbIX a3apTHbIX UMP U UX BO3MOXHbIN
puck. HanomHuTe, YTO AETN HE MOTYT UrpaTb B 9TU UrPbl COTNAcHO 3aKOHY.

[MOCTOAHHO KOHTPONUPYNTE Ncnosnb3oBaHne MIHTepHeTa Bawunm pebeHkom! BT10 He
HapyLLUeHWe ero fIMYHOro NPOCTPaHCTBa, a Mepa NpPeLoCTOPOXHOCTU U NPOosiBNEHne
Bawen poantenbckon oTBETCTBEHHOCTU U 3a00Thl.



